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Audit Guidelines:
IT Auditor should review the following function within organization

· Policy statements and communications from senior management ensure the independence and authority of the IT function

· Membership and functions of the IT planning/steering committee have been defined and responsibilities identified

· IT planning/steering committee charter aligns the committee's goals with the organization’s objectives and long- and short-range plans, and the IT objectives and long- and short-range plans

· Processes are in place to increase awareness, understanding and skill in identifying and resolving information management issues

· Policies address the need for evaluation and modification of organizational structure to meet changing objectives and circumstances

· Processes and performance indicators exist to determine the effectiveness and acceptance of the IT function

· Senior management ensures roles and responsibilities are carried out

· Policies exist outlining roles and responsibilities for all personnel within the organization with respect to information systems, internal control and security

· Regular campaigns exist to increase internal control and security awareness and discipline

· Quality assurance function and policies exist

· Quality assurance function has sufficient independence from system development personnel, and adequate staffing and expertise to perform its responsibilities

· Processes are in place within quality assurance to schedule resources and ensure completion of quality assurance testing and sign-off before systems or system changes are implemented

· Management has formally assigned to a security officer organization wide responsibility for formulation of internal control and security (both logical and physical) policies and procedures 

· Security officer's understanding of the office's roles and responsibilities is adequate and demonstrated as consistent with the organization’s information security policy

· Organization’s security policy clearly defines responsibilities for information security that each information asset owner (e.g., users, management, and security administrators) is required to perform

· Policies and procedures exist that cover data and system ownership for all major data sources and systems

· Procedures exist to review and maintain changes in data and system ownership on a regular basis

· Policies and procedures exist that describe supervisory practices to ensure that roles and responsibilities are properly exercised, and all personnel have sufficient authority and resources to perform their roles and responsibilities

· Segregation of duties exists between the following pairs of units:

· Systems development and maintenance

· Systems development and operations

· Systems development/maintenance and information security

· Operations and data control

· Operations and users

· Operations and information security

· IT staffing and competence are maintained to ensure the ability to provide effective technology solutions

· Policies and procedures exist for the evaluation and reevaluation of IT position (job) descriptions

· Appropriate roles and responsibilities exist for key processes, including system development life cycle activities (requirements, design, development, testing), information security, acquisition and capacity planning

· Appropriate and effective key performance indicators and/or critical success factors are used to measure results of the IT function in achieving organizational objectives

· IT policies and procedures exist to control the activities of consultants and other contract personnel, and thereby ensure the protection of the organization’s assets

· Procedures applicable to contracted IT services are adequate and consistent with organization acquisition policies

· Processes exist to coordinate, communicate and document interests both inside and outside the IT function directorate
