Assessment Case: AU-4 Audit Storage Capacity

	assessment case 

	AU-4
	AUDIT STORAGE CAPACITY

	

	ASSESSMENT – Base Control, Part 1 of 1

	Assessment Information from SP 800-53A

	AU-4.1

AU-4.1.1

AU-4.1.2
	assessment objective:
Determine if:
(i) the organization allocates sufficient audit record storage capacity; and
(ii) the organization configures auditing to reduce the likelihood of audit record storage capacity being exceeded.
potential assessment methods and objects:
Examine: [select from: Audit and accountability policy; procedures addressing audit storage capacity; information system design documentation; organization-defined audit record storage capacity for information system components that store audit records; list of organization-defined auditable events; information system configuration settings and associated documentation; information system audit records; other relevant documents or records]. (L) (M) (H)

	Additional Assessment Case Information

	
	potential assessment sequencing:
precursor controls:  AU-2, AU-3

concurrent controls:  AU-5, AU-6, AU-7, AU-11

successor controls: None

	
	General note to assessor for AU-4: 

The focus of this control is allocating sufficient storage capacity to accommodate the typical auditing and audit processing requirements to be performed and adjusting, as necessary, the auditing performed and /or the operation of the audit storage to reduce the likelihood that this capacity will be exceeded.

	Action Step
	Applicability
	Potential Assessor Evidence Gathering Actions

	AU-4.1.1.1
	L M H
	Examine the security plan, information system design documentation, or other relevant documents; reviewing for the audit storage capacity to be allocated for the information system and for the rationale that this capacity is sufficient to accommodate the typical auditing and audit processing requirements.

Note to assessor:  “Sufficient audit record storage capacity” is defined in NIST SP 800-53, supplemental guidance for AU-4 as taking into account the auditing to be performed and the on-line audit processing requirements.

	AU-4.1.2.1
	L M H
	Examine procedures addressing audit storage capacity, security plan, information system design documentation, or other relevant documents, and the configuration settings identified in AU-2.1.3.1; reviewing for the  auditing storage mechanisms and their configuration settings, and the configuration settings for audit generation mechanisms to be employed to reduce the likelihood of audit record storage capacity being exceeded.

Note to assessor: Should the potential for exceeding storage capacity arise, typically the information system audit log storage components will be configured to either overwrite, rotate, move, backup and/or delete logs files; and audit generation components may be configured to reduce the amount of auditing being performed.


	AU-4.1.2.2
	L M H
	Examine documentation describing the current configuration settings for an agreed-upon representative sample of the mechanisms identified in AU-4.1.1.1; reviewing for evidence that these mechanisms are configured as identified in AU-4.1.2.1.
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