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	Sect.

No.
	Team Member
	W/P REF
	UM REF
	AUDIT PROCEDURE
	EVALUATION CRITERIA

	

	5.
	Forests

	1.
	AA
	5-1
	
	Company Forests

Production Forest (xyz.com)
1. Determine if the Production Forest follows the design set forth by the Migration team and Company.

2. Document any variances in the documented design and the actual production design.

3. Document the differences of the Production Forest between domains.

Development Forest (xyz.dev)
1. Determine if the Development Forest follows the design set forth by the Migration team and Company.

2. Document any variances in the documented design and the actual production design.

3. Document the differences of the Development Forest between domains.

Test Forest (xyz.tst)
1. Determine if the Test Forest follows the design set forth by the Migration team and Company.

2. Document any variances in the documented design and the actual production design.

3. Document the differences of the Test Forest between domains.


	Xyz.com is the production environment for XYZ.  All production systems and users will reside in the production forest.
Application staging servers will also be placed here.

Xyz.dev environment is for the development groups to develop applications in.  This is also where application development systems will be placed.

Xyz.tst is the Active Directory test environment.  Changes to Active Directory will be validated in this forest.  Also, applications requiring Active Directory changes will need to be validated here before changes to Development and Production can occur.


	6
	 Domains

	1.
	AB
	6-1
	
	Trust Relationships

1. Document the trust relationships between xyz.com (xyz), na.xyz.com (na.xyz) and ge.xyz.com (ge.xyz).

2. Document trust relationships between all forests.

3. Identify and document trust relationships between all domains in production forest and other forests (testing, staging, DMZ etc.).  

4. Verify test forest has no trust relationships with production forest.   

5. Verify development forest and staging forest has 1-way transitive trust with production forest.

6. Identify and document trust relationships between WIN2K domain and NA NT domains and GE WIN2K and GE NT domains.

7. Review and document Kerberos authentication configuration in the parent and child domains in production forest.  Do Kerberos settings ensure proper authentication?  Identify who has access to change Kerberos configuration, and is this access appropriate?


	To ensure that trust relationships between domains are appropriate.

Trusts can be viewed via Start => Programs=>Administrative Tools=>Active Directory Domains and Trusts then right click a domain and click Properties.



	2.
	AB
	6-2
	
	Domains

1. Document the differences between the 3 domains; xyz.com (xyz), na.xyz.com (na.xyz), and ge.xyz.com (ge.xyz).

2. Make sure that each domain only houses the users and computer objects that should be in the domain.

3. Document the xyz.tst and xyz.dmz isolated forests to see if they authenticate from a domain or if they have their own domain(s).


	Three domains will live in the Production Forest.
Xyz.com (xyz) will be the placeholder domain for the environment.  It will not house any users or computer objects.

Na.xyz.com (na.xyz) will be the North American domain.  It will house all users and WIN2K computers and servers that are part of the North American environment.

Ge.xyz.com (ge.xyz) will be the Greater European domain.  It will house all users and WIN2K computers and servers that are part of the Greater European environment.



	7
	Policies

	1.
	DM
	7-1
	
	Mandatory Policies

1. Document the mandatory policies that relate to all OUs in the environment.

2. Make sure that all OUs receive the mandatory policy.

3. Document the controls of the DCC-Mandatory-Policy, DGE-Mandatory-Policy, and DNA-Mandatory-Policy.  In addition, the DCC-Default Domain Controller-Policy, DGE-Default Domain Controller-Policy, and DNA-Default Domain Controller-Policy.

These policies should address the following topics:
1. Account Policy/Password Policy

a. Enforce password history

b. Max. password age

c. Min. password age

d. Min. password length

e. Password must meet complexity req.

f. Store password reversible encryption.

2. Account Policy/Kerberos Policy

a. Enforce user logon restrictions

b. Max. lifetime for service ticket

c. Max. lifetime for user ticket

d. Max. lifetime for user ticket renewal

e. Max. tolerance for computer clock sync.

3. Account Policy/Account Lockout

a. Account lockout duration

b. Account lockout threshold

c. Reset account lockout counter after.

4. Local Policies/Audit Policy

a. Audit account logon events

b. Audit account management.

5. Local Policies/User Rights

a. Access this computer from the network (authenticated users – restrict from admins)

b. Act as part of the operating system (no accounts should have this right) 

c. Add workstations to the domain (admins only)

d. Backup files and directories 

e. Bypass traverse checking (admins, server operators, and backup operators) 

f. Change the system time (admins only)

g. Create a pagefile (domain admins only)

h. Create a token object (none)

i. Debug programs (none, except in development)

j. Deny access to this computer from the network (deny admins)

k. Enable computer and user accounts to be trusted for delegation

l. Force shutdown from a remote system

m. Increase scheduling priority (admins only)

n. Load and unload device drivers (admins only)

o. Lock pages in memory (none)

p. Log on as a service 

q. Log on locally (admins, server operators, and backup operators only)

r. Manage auditing and security log (admins only)

s. Modify firmware environment values

t. Profile single process

u. Profile system performance

v. Replace a process level token (none)

w. Remove computer from docking station

x. Restore files and directories (operators, and backup operators only) 

y. Shut down the system (admins and server operators only)

z. Take ownership of files or other objects (admins only).

6. If any of the above are not in the domain policy verify there are mitigating controls.


	To ensure domain controller policies help protect the company’s information assets.

Look at both North American and European policies, in the event one is different from the other.

Mandatory Default Domain Group Policy Objects:

1. DCC-Mandatory-Policy

2. DGE-Mandatory-Policy 

3. DNA-Mandatory-Policy. 

Mandatory Default Domain Controller Policy Objects:

1. DCC-Default Domain Controller-Policy

2. DGE-Default Domain Controller-Policy

3. DNA-Default Domain Controller-Policy.

	2.
	DM
	7-2
	
	User Classification Policies

1. Document the user classification policies and the environments that they reside in.

2. Make sure that the OUs receive their proper user classification policy.


	To ensure user policies help protect the company’s informational assets.

1. DNA-CServicesA-Policy

2. DNA-CServicesB-Policy

3. DNA-LaptopA-Policy

4. DNA-DesktopA-Policy

5. DNA-LaptopB-Policy

6. DNA-DesktopB-Policy

7. DNA-WGS-Policy.

Look at both North American and European policies, in the event one is different from the other.



	3.
	JB/SW
	7-3
	
	Location Policies

1. Document the location policies and the environments that they reside in.

2. Make sure that all OUs receive their proper location policy.


	To ensure location policies help protect the company’s informational assets.

Request a report that lists all locations that have policies.  From this report, select a sample of location policies to be looked at in more detail.



	4.
	JB/SW
	7-4
	
	Application Policies

1. Document the Default application policy.

2. Document the application policies and the environments that they reside in.

3. Document the Margin Minder policy.

4. Document the Messaging Server (Lotus Notes) policy.


	To ensure domain controller policies help protect the company’s information assets.

1. DNA-Default application policy

2. DNA-Margin_Minder-Policy

3. DNA-Messaging-Policy

Request a report that lists all applications that have policies.  From this list, select a sample of application policies to be looked at in more detail.


	8
	Domain and Catalog Servers

	1.
	MS
	8-1
	
	Security Options  

1. Additional Restrictions for Anonymous Connections is at least set to “None.  Rely on default permissions.”

2. Allow Server Operator to Schedule Tasks is disabled.  Enabling this option allows Server Operators to elevate their privileges by running scheduled tasks in the System context.

3. Allow System to be Shut Down Without Having to Log On is disabled.

4. Allowed to Eject Removable NTFS Media is appropriate (admins, operators, and backup operators.)

5. What is the setting for Amount of Idle Time Required Before Disconnecting Session? Is it reasonable?

6. Is there an established time for Automatically Log Off Users When Logon Time Expires (Local).
7. Verify that Clear Virtual Memory Pagefile When System Shuts Down is enabled.
8. Digitally sign client communications is enabled. 
9. Digitally sign server communications is enabled.

10. Verify CTRL+ALT+DEL Requirement for Logon is enabled or not configured. 

11. If some users are using down level versions of Windows then verify that LAN Manager Authentication Level is set at least to “2 NTLMv2”.  If all users are using Win2K then domain controllers should be configured to refuse any other authentication.  Note: applications should be tested thoroughly prior to widespread NTLMv2 implementation. 

12. Message Text and Title for users attempting to Logon is used.

13. Number of Previous Logons to Cache (If Domain Controller is Not Available) is set to 0.

14. Prevent System Maintenance of Computer Account Password, for computers and servers that are members of a domain is disabled.

15. Prevent users from installing print drivers is enabled.

16. Recovery Console: Allow Automatic Administrative Logon is disabled.

17. Recovery Console: Allow Floppy Copy and Access to All Drives and Folders is disabled. 

18. Send Unencrypted Password to Connect to Third-Party SMB Servers is disabled.

19. Digitally encrypt secure channel data is enabled.

20. Digitally sign secure channel data is enabled.

21. Shut Down System Immediately If Unable to Log Security Audits is enabled. 

22. Strengthen Default Permissions of Global System Objects is enabled, granting “read only” access to non-admin accounts.

23. Simple Network Management Protocol (SNMP) has not been installed on Domain Controllers.  If it has been installed, verify appropriate controls are maintained.

24. Lock out of unauthorized use of the Floppy Drive utility on servers is used (FLOPLOCK.EXE).  This utility limits floppy drive access to Administrators.

25. Verify that the OS/2 and Posix subsystems are removed from systems directly connected to the Internet.

26. Unsigned driver installation behavior is set appropriately. 

27. Has Internet Information Services 5.0 (IIS 5) been uninstalled from non-web Win2K servers?  IIS 5.0 is present in all Win2K servers by default. 

	To ensure security options are used to supplement domain controller policies to help protect the company’s information assets.

The most sensitive servers should be sampled.   

	2.
	MS
	8-2
	
	Backup and Recovery
1. Ensure that backup and recovery documentation exists for the domain and global catalog servers.

2. Are business continuity plans documented for these servers?

3. Document the servers’ backup schedule.

4. What backup software product facilitates the servers’ backup process?

5. What type of external media is used to backup the server?

6. How is external media handled?  Are back up tapes sent to ARCUS?  How are they protected?
7. Is a support contract in place to handle hardware disasters with the servers?

8. Verify that the domain controllers for the root domain are located in geographically distributed areas to minimize the risk of a local disaster.

9. Verify that formal documented tape backup procedures exist for critical servers.  These procedures should identify, in part; files/directories backed up, frequency of backup, security, storage method, and inventory oversight.

10. Verify that domain controller’s “System State” data is backed up daily.

11. Verify that formal documented disaster recovery procedures exist for critical servers.  These procedures should also require regular disaster recovery tests.

12. Verify that emergency repair disks are maintained.  Because WIN2K emergency repair disks do not contain a backup copy of the registry and NO security related information – what would be done to restore these important features?
	To determine if backup and recovery procedures are in place and provide sufficient protection against loss of critical data.

	3.
	AA
	8-3
	
	Physical Security

Verify  the following:

1. Critical servers are in locked rooms with access strictly controlled.

2. Review who has electronic access to these rooms and ensure they are appropriate.

3. Servers first boot from the hard drive, then from the floppy and/or CD-ROM.  (Boot sequence is configured in the system’s BIOS).
4. Is a BIOS password set to prevent the boot sequence and other parts of the BIOS from being changed?


	To ensure physical access to critical servers is appropriate.

	9.
	Program Change Control

	1.
	DM
	9-1
	
	Change Control Procedures

1. Verify that documented change control procedures exist.  (Company recommended XYZ create a forest change control policy, which would cover AD schema change control policy and an AD configuration context change control policy)

2. Ensure that unauthorized changes to the AD schema are prevented.  Changes to AD schema are managed through membership to the Schema administrators group in the production forest.  Identify schema administrators in production forest.  After creation of AD forest there should be few or no changes to AD forest schema.

3. Identify tools used to manage the change control process (e.g., ECAPS, etc.).


	To evaluate and ensure the existence of proper change control procedures.

	10.
	Reports and Audit Trails

	1.
	JB/SW
	10-1
	
	Windows 2000 Events

Analyze and document the following:

1. What kinds of audit logs and/or exception reports are being monitored?  What types of events do these reports capture?  Do they provide sufficient background to identify and investigate source of problem?  Who monitors these reports?  How frequently are they generated?  

2. Who has access to generate/view these audit trails/reports?

3. Does the system overwrite audit logs when they fill up or does the system shut down?  If it overwrites, is someone immediately notified so that all audit events are reported? 

4. Evaluate these audit trails/reports to determine the adequacy of information provided in the event that data has been compromised or lost.


	To determine if audit trails and audit reports are maintained to safeguard Company assets.


	11
	Security Controls

	1.
	AB/AA
	11-1
	
	User Administration

1. Obtain an understanding of group profiles assigned to users – most sensitive users shown in Group Profiles.  Document the appropriateness of users assigned to these group profiles.
2. Are there proper formal documented guidelines accounting for new hires, transfers, and terminations?

3. Verify guest profiles are disabled and explain the importance of this.

4. Determine that Modify Permissions or Modify Ownership Permissions are not granted as a matter of policy and explain why these permissions should not be granted. 

5. Document the Company departments that provide user administration and the access they have to the user accounts.  Evaluate for adequacy and appropriateness.

	To ensure administration of user profiles provides appropriate access to system resources.

	2.
	MS
	11-2
	
	Administrator Accounts

1. Identify who are the schema administrators, enterprise administrators, and domain administrators.  

2. Verify users with administrator authority are appropriate based on job requirements. 

3. Are out-of-the-box administrator accounts named to something not obvious?    

4. Is password complexity sufficient given the administrator account cannot be locked out of the console?

5. Is there a process in place to regularly review who has administrator level authority?

6. Verify the administrator account password is properly secured.  This is performed using the PASSPROP.EXE utility.  

7. Has the “Access this Computer Over Network” right been denied on web servers?  Denial of this right may prevent hackers from attacking more vulnerable servers.  This right is accessed via User Manager, under Policies – User Rights.  Ensure that the “Log On Locally” right is given to administrator accounts.  If not, then verify if network lockout of the admin account is enabled.  The command syntax is “passprop/adminlockout”.    

8. Do administrators have 2 separate accounts – one for administrative use and the other for non-administrative use?


	To ensure proper controls exist over administrator accounts.

The following administrator accounts were created during the initial deployment of WIN2K:

1. Schema Administrator A999999 (root)

2. Enterprise Administrator A999998 (root)

3. Domain Administrator A999997 (root)

4. Domain Administrator A999996 (NA)

5. Domain Administrator A999995 (GE)

6. Exchange Administrator A999992 (root).

Make sure the above user accounts are disabled or deleted.



	3.
	HA
	11-3
	
	Group Profiles 

Document the assets that the group profiles listed below provides.  Additionally, sample some of these groups, focusing on groups that have the most authority, to ensure transferred and terminated employees have had their access modified or revoked.

1. XYZ.COM 

· Identify all groups in forest root and document membership to these groups.  

2. NA.XYZ.COM
· IS Support

· NA Security Groups

· GSCSADMIN1 client server manager

· GSCSADMIN2 client server administrator

· GSSWS work group server

· GSWTS workstation technology
· Directory Service Team

· DNAGSDIRSERV dir. Service mgr.

· DNAGSDIRSERV2 dir. Service admin.

· Network Security Team

· DNAGSCSSEC1 corporate security mgr.

· DNAGSCSSEC2 corporate security officer

· DNAGSNASC NA service center

3.  GE.XYZ.COM
· IS Support

· GSRIS client server admin.

· GSEISG Europe info. Server group

· GSEUROPS Europe operations

· DGEGSDIRSERV dir. Service manager

· GSWSTN workstation management
· Security Team

· DGEGSESEC1 corp. security manager

· DGEGSESEC2 corp. security officer

· DGEGSESC Europe service center

4.   Universal groups should only contain  

      other groups and no users.


	To ensure group profiles provide appropriate access to information assets.

	4.
	HA
	11-4

	
	Directory, Folder, File, and Registry Permissions

1. Determine if the following folders inherit permissions: 

· C:/Documents and Settings

· C:/Program Files

· C:/Winnt

2. If so, determine if there are justifiable reasons.  The Administrator and System, and the Authenticated Users are recommendations by the SANS Institute and are not necessarily correct in every circumstance.

· Review permissions to the files and folders in the table below. 

· Special notes:

The Full Control permission includes all rights to a file.  Also, the “None” permission overrides all other access.  If a file is set to Administrators with Full Control, and Users with None, then the Administrators (who are also users) will have no access to the file.  This would be harmful.  As a result, “No Permission” shown below means that no permissions are placed for authenticated users.  
	To ensure permissions to sensitive server directories, folders, files, and registry permissions are appropriately restricted.

Critical servers should be sampled, including PDC emulators, RID masters, and global catalogs.


	File/Folder Name
	Authenticated Users

	C:\
	Read & Execute

	C:\boot.ini
	No Permission*

	C:\ntdetect.com
	No Permission*

	C:\ntdr
	No Permission*

	C:\ntbootdd.sys
	No Permission*

	C:\autoexec.bat
	Read & Execute

	C:\config.sys
	Read & Execute

	C:\Program Files
	Read & Execute

	%windir%
	Read & Execute

	%windir%\*.*
	Read & Execute

	%windir%\addins\*.*
	Read & Execute

	%windir%\config\*.*
	List

	%windir%\Connection Wizard\*.* 
	Read & Execute

	%windir%\Help\*.*
	Read & Execute

	%windir%\inf\*.*
	Read & Execute

	%windir%\java\*.*
	Read & Execute

	%windir%\media\*.*
	Read & Execute

	%windir%\msagent
	Read & Execute

	%windir%\regedit.exe
	No Permission*

	%windir%\repair\*.*
	No Permission*

	%windir%\security
	Read & Execute

	%windir%\system\*.*
	Read & Execute

	%windir%\system32\wscript.exe
	No Permission*

	%windir%\web
	Read & Execute

	%windir%\system32
	Read & Execute

	%windir%\system32\*.*
	Read & Execute

	%windir%\system32\cacls.exe
	No Permission*

	%windir%\system32\CatRoot
	Read & Execute

	%windir%\system32\csript.exe
	No Permission*

	%windir%\system32\config
	Read & Execute

	%windir%\system32\dllcache
	No Permission*

	%windir%\system32\drivers
	Read & Execute

	%windir%\system32\inetserv\Metabase.bin
	No Permission*

	%windir%\system32\net.exe
	No Permission*

	%windir%\system32\net1.exe
	No Permission*

	%windir%\system32\RAS\*.*
	Read & Execute

	%windir%\system32\rcp.exe
	No Permission*

	%windir%\system32\regedt32.3xe
	No Permission*

	%windir%\system32\rexec.exe
	No Permission*

	%windir%\system32\rsh.exe
	No Permission*

	%userprofile%
	Change

	C:\Documents and Settings\All Users
	Read

	C:\Documents and Settings\All  Users\Documents
	Read & Create

	C:\Documents and Settings\All Users\Application Data  
	Read

	%windir%\system32\telenet.exe
	No Permission*

	%windir%\system32\tftp.exe
	No Permission*

	REGISTRY 
	

	Hive/Key Name
	Authenticated Users

	C:\Documents and Settings\All  Users\Documents
	Read

	HKLM\Software
	Read

	HKLM\Software\Classes\helpfile
	Read

	HKLM\Software\Classes\.hlp
	Read

	HKLM\ Microsoft\Command Processor
	Read

	HKLM\Software\Microsoft\Driver Signing
	Read

	HKLM\Software\Microsoft\EnterpriseCertificates
	Read

	HKLM\Software\Microsoft\Rpc
	Read

	HKLM\Software\Microsoft\Secure
	Read

	HKLM\Software\Microsoft\SystemCertificates
	Read

	HKLM\Software\Microsoft\Windows\CurrentVersion\Run
	Read

	HKLM\Software\Microsoft\WindowsNT\CurrentVersion\AEDebug
	Read

	HKLM\Software\Microsoft\WindowsNT\CurrentVersion\AsrCommands
	Read

	HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Classes
	Read

	HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Console
	Read

	HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Image File Execution Options
	Read

	HKLM\Software\Microsoft\WindowsNT\CurrentVersion\SecEdit
	Read 

	HKLM\Software\Microsoft\WindowsNT\CurrentVersion\Winlogon
	Read

	HKLM\System\CurrentControlSet\Control\SecurePipeServers\Winreg
	Everyone=None

	HKLM\System\CurrentControlSet\Control\WMI\Security
	None

	HKLM\SAM
	Everyone=Read

	HKLM\Security
	No Permission*


Note: Registry key permissions can be obtained by running the REGEDT32.EXE program. 

Source documents for this work program:

a. Securing Windows 2000, SANS Institute, Version 1.0c May 20, 2001

b. Guide to Securing Microsoft Windows 2000 Active Directory, National Security Agency, Version 1.0, December 2000

c. Microsoft Windows 2000 Security Technical Reference, Internet Security Systems, Inc. , 2000

d. Windows 2000 Security Handbook, Philip Cox and Tom Sheldon, 2001

e. MS Windows 2000 TCP/IP Implementation Details, White Paper, Dave MacDonald and Warren Barkley, undated
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