Windows Vista Audit Program
2008

Summary of Risk Findings

We have rated the detailed findings as high, medium, or low based upon the risk we feel they pose to the organization. Our risk and effort classifications are based upon the definitions in the matrix below:
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	Definition of Risk Rating
	Rating
	Definition of Risk Rating
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Detailed Review Matrix including Procedures Performed

Items in black font denote ‘No issues noted’ or ‘in accordance to leading security practices’

Items in gray font denote ‘Issue noted’ or ‘not in accordance to leading security practices’

	Control Procedures , Security Concern, Recommendations and Tool References
	Risk


	<client> results

	Control Procedure
1. Authenticating servers are adequate to handle the user load.

	Med
	

	Security Concern/Implication

If the client utilizes the authenticating servers for other purposes (i.e., SQL) there is an increased risk that the server may not possess enough resources to service both functions.
Recommendation

We recommend that the servers providing authentication services to users not be used to provide other services in the domain.

	Automated Tool Reference

DumpACL:

Select the PDCs and BDCs to be reviewed.  Execute the services report and review for running services, paying particular attention to IIS (FTP, HTTP, and Gopher) and backoffice (SQL, CICS, etc.).


	
	Result that is in accordance

Multiple servers can be tracked in this column as well:

\\server1 -

\\server2 - 



	Control Procedure
2. Trust relationships exist that support the domain model and security that the client uses.

	High
	

	Security Concern/Implication

If the trust relationships do not support the planned domain model objective, protection of domain resources may be compromised.
Recommendation

We recommend that trust relationships that do not support the approved domain model be removed.

	Automated Tool Reference

Dump ACL:

Utilize the policy report of the DumpACL output.  Review the Trusted and trusting Domains section of the report.  Review with the client the trusted and trusting domain.  Ensure that all trust relationships support the domain model and are required.

	
	\\server1 - Result that is an issue and/or not in accordance to best policy

\\server2 - 

	Control Procedure
3. Strong passwords are required for users.

	High
	

	Security Concern/Implication

If strong passwords are not required unauthorized users may guess a weak password and gain access to system resources.
Recommendation

We recommend that users be required to use strong passwords for access to corporate resources.

	Automated Tool Reference
Use nbtenum2 against a BDC to determine whether user accounts have a blank password or a password that is equal to their user name.


	
	

	Control Procedure
4. A legal caption is used for user logins.

	Low
	

	Security Concern/Implication

If a legal caption notice is not used, the client may not be able to prosecute in the event that a user misappropriates corporate resources.
Recommendation

We recommend that a legal notice be used to warn users that they are using a corporate resource, and that all unauthorized access will be prosecuted to the fullest extent of the law.

	Automated Tool Reference

DumpACL:

To determine that a legal caption is used, launch the regedt32 program.  Locate the following key:

HKLM\Software\Microsoft\Windows NT

\CurrentVersion\Winlogon

Examine the data for the LegalNoticeCaption registry entry.  Also, examine the data for the LegalNoticeText entry


	
	

	Control Procedure
5. The username of the last user is not displayed upon logon.

	Low
	

	Security Concern/Implication

There is an increased risk that an unauthorized user may gain knowledge of the client domain naming standards and have a name to use in gaining access to the domain if the last username is displayed at logon.
Recommendation

We recommend disabling the feature that displays the last logon name.

	Manual Review Procedure

To determine that the last username is not displayed, launch the regedt32 program.  Locate the following key:

HKLM\Software\Microsoft\Windows NT\

CurrentVersion\Winlogon

Examine the data for the DontDisplayLastUserName  If the value of this key is 1 then the control is enabled.

If the client is using the system policies to create a standard configuration for end-users systems, review if the system policies are configured to prevent the last users name from being displayed when a new user logs on to the workstation.


	
	

	Control Procedure
6. The auto admin logon registry entry is not used.

	High
	

	Security Concern/Implication

There is an increased risk that an unauthorized user may gain knowledge of a username and password for the domain as the use of this key embeds the password in the registry in cleartext.
Recommendation

We recommend NEVER utilizing the autoadmin logon key.

	Automated Tool Reference

DumpACL:

Using the DumpREG program, run the HKEY_LOCAL_MACHINE registry report.  Filter the output for the AutoAdmin value.  Review the filtered report to determine if the client is utilizing this entry.

Locate the following key:

HKLM\software\Microsoft\Windows NT\

CurrentVersion\Winlogon

Examine the data for the AutoAdminLogon registry value.  If this key exists, determine if there are adequate compensating controls (i.e., workstation and time restrictions, closer review of entries in the event log generated by this user).
	
	

	Control Procedure
7. All groups in the domain are necessary and required.

	Med
	

	Security Concern/Implication

If the client has groups that exist in the domain which are not required or has members that do not require that level of access, unauthorized access to domain resources may be granted.
Recommendation

We recommend that any groups that are not required be removed.

	Automated Tool Reference

DumpACL:

Using the Group report of DumpACL review the groups that the client has, determine groups that exist in addition to the following default groups: Account Operator, Administrator, Backup Operators, Domain Administrators, Everyone, Guests, Print Operators, replicators, Server Operators, Users.

	
	

	Control Procedure
8. Membership in powerful groups is limited.

	High
	

	Security Concern/Implication

If there are members of powerful groups that do not require that level of access, these users may potentially gain access to resources not required for their job responsibilities.
Recommendation

We recommend that membership in powerful groups be limited to only the users that absolutely require the levels of privilege.

	Automated Tool Reference

DumpACL:

To determine that membership in powerful groups are limited, use the group reports of DumpACL to review the members of the following groups:

-  Number of Domain Administrators,

-  Number of Administrators, 

-  Number of Backup Operators, and

-  Number of Server Operators.

	
	

	Control Procedure
9. Use of the backup and restore user rights is limited.

	Med
	

	Security Concern/Implication

If the backup user right and restore user right is granted to a large number of users, a user may abuse this right to gain access to data.

Users with both backup and restore rights are allowed to backup files and directories and restore to alternative media.
Recommendation

We recommend that separation of users with the backup and restore rights into different groups (i.e., backup operator group, and restore operator group).

	Automated Tool Reference

DumpACL:

Using the Rights Report of DumpACL review the groups and individual that are granted the Backup user right, and the groups and individuals that are granted the restore user rights.  Determine what users possess both.  These rights grant a user the ability to bypass file and directory security to backup files and directories.

	
	

	Control Procedure
10. Account policies create a secure domain structure.

	Med
	

	Security Concern/Implication

Weak user account policies increase the risk that unauthorized access to domain resources will be granted.
Recommendation

We recommend that account policies be established or modified to meet the following requirements:

-  7 characters min password length;

-  60 days max password age;

-  1 day min password age;

-  An 8 to 10 password history maintained;

-  Accounts are forced to logoff when logon hours expire; and

-  Account lockout set to lockout after 3 attempts in 1 hour, and lockout accounts until the administrator unlocks the account.

	Automated Tool Reference

DumpACL:

Using the policy report from DumpACL, review the user account policies to determine the following (recommended minimum standards):

-   Min password length  (7 characters),

-   Max password age (60 days),

-   Min password age (1 day),

-   Password history maintained (8-10 passwords remembered),

-   Accounts are forced to logoff when logon hours expire, and

-   Accounts are locked out after 3 attempts in 1 hour, and locked out until the administrator unlocks the account.

	
	

	Control Procedure
11. All accounts within the domain are required and active.

	Med
	

	Security Concern/Implication

If dormant or disabled accounts are maintained in the domain, unauthorized access to the domain may be gained.
Recommendation

We recommend that all user accounts are reviewed periodically to determine that they are still required.  If disabled or stale accounts are identified, they should be removed.

	Automated Tool Reference

DumpACL:

To ensure that dormant or stale accounts do not exist in the domain, review the DumpACL user reports to determine the following for the member of the Domain Users group:

-  Number of user accounts that are disabled,

-  Number of user accounts that are locked out,

-  Number of user accounts that have not logged into the domain within the last 60 or more days, and


	
	

	Control Procedure
12. All administrator level accounts within the domain are required and active.

	High
	

	Security Concern/Implication

Users with privileges that are greater than those required to perform their job functions increase the risk that high-level unauthorized access may be gained, as the number of administrator level accounts are greater than the amount required for proper operation of the domain.
Recommendation

As the Domain administrator level accounts have the highest level of access, we recommend all Domain administrator level accounts be reviewed periodically to ensure that they are required.  Disabled or stale accounts should be removed immediately.

	Automated Tool Reference

DumpACL:

Review the user report from DumpACL to determine the following for members of the Domain Administrator and Administrator group:

-  Number of user accounts that are disabled,

-  Number of user accounts that are locked out,

-  Number of user accounts that have not logged into the domain within the last 30 or more days, and

-  Number of user accounts that have  not changed their password in the last 30 or more days.

	
	

	Control Procedure
13. All users contribute to a secure network environment.

	Low
	

	Security Concern/Implication

If user accounts are created and maintained in an insecure manner, unauthorized access by users may be granted.
Recommendation

We recommend limiting the use of the user properties that override the domain setting to ensure that the security provided by the domain account policy are not overridden.

	Automated Tool Reference

DumpACL:

Using the user report from DumpACL review settings that can override the domain account policy these include:

-  Number of users with a password that cannot be changed,

-  Number of users with a password that never expires, and

-  Number of users who do not require a password.  

At a minimum review these settings for the domain users and domain administrator group.
	
	

	Control Procedure
14. The built-in guest account has been disabled.

	Med
	

	Security Concern/Implication

If the client has not disabled the built-in guest account this account may be used to gain access to domain resources.  Use of this account also increases the risk that user accountability cannot be tracked.
Recommendation

We recommend disabling the guest account.  Additionally, the client should require all users requiring access to domain resources to have individual accounts with passwords to gain access, enforcing user accountability.

	Automated Tool Reference

DumpACL:

Review the Users report for DumpACL, determine from this report if the guest account for the domain is disabled or deleted.

	
	

	Control Procedure
15. The default Administrator account has been renamed.

	Low
	

	Security Concern/Implication

If the client has not renamed the administrator account, unauthorized users may attempt to gain access domain resources with this default account.
Recommendation

As the administrator user account is a well known default account, we recommend that the administrator account is renamed to some other value.

	Automated Tool Reference

DumpACL:

Review the User report from DumpACL, ensuring that the SID field for users is captured. Review the username for the SID ending in 500 to determine if the Administrator account has been renamed.

	
	

	Control Procedure
16. RAS settings do not compromise the security of the domain.

	Med
	

	Security Concern/Implication

If the RAS settings do not provide adequate security for dial-in networking, unauthorized access to the domain may be granted.
Recommendation

We recommend limiting RAS access to only the user that requires this access for their job responsibilities.  Additionally, domain administrator level accounts should be denied from having RAS access with administrative level accounts.

	Automated Tool Reference

DumpACL:

Review the users that have been granted RAS access using the User report from DumpACL.  Specifically, review if any domain administrator level accounts have RAS access.

	
	

	Control Procedure
17. The RAS callback feature is utilized.

	Low
	

	Security Concern/Implication

If the RAS callback settings are not utilized there is an increased risk that unauthorized access to domain resources may be granted.
Recommendation

We recommend that the use of the callback feature in RAS be enabled.

	Automated Tool Reference

DumpACL:

Review the use of the RAS callback facility using the User report of DumpACL for NT version 4.0.

	
	

	Control Procedure
18. The audit log is reviewed in a timely manner.

	High
	

	Security Concern/Implication

If the manual review procedures are non-existent or not performed in a timely manner, unauthorized access to domain resources may go undetected for an extended period of time.
Recommendation

We recommend the refinement of procedures to provide adequate and timely security review.

	Manual Review Procedure

To determine that the audit log is reviewed in a timely manner, obtain and review with the client the procedures to review the event logs for the domain.  In particular review what filters (i.e., filtering for failed logon attempts) or third party software is used to highlight high risk events such as repeated failed login attempts.  As each server maintains its own event log, events that relate to each other may be captured in different event logs.  Determine if the client reconciles different servers event logs to highlight patterns across servers.  Review the timing of the review and the depth of the review.

	
	

	Control Procedure
19. The audit policy captures adequate detail to allow review of audit events.

	High
	

	Security Concern/Implication

If the audit policy does not capture enough detail to adequately review events that occur in the domain,  unauthorized activities and attempts that occur will not be tracked in a timely manner.  Additionally, if the client does not capture success events, the client will not be able to track unauthorized activity after it has occurred.
Recommendation

We recommend that the client modify the audit setting to match the following:  

-  Logon and Logoff - Success and Failure, 

-  File and Object access - Success and Failure,

-  Use of user rights - Failure,

-  User and group management - Success and Failure,

-  Security policy changes - Success and Failure,

-  Restart, Shutdown and System - Success and Failure, and

-  Process tracking - none.

	Automated Tool Reference

DumpACL:

Using the Policy Report from DumpACL review the Audit policies to determine if the client captures the following events.

-  Logon and Logoff - Success and Failure,

-  File and Object access - Success and Failure,

-  Use of user rights - Failure,

-  User and group management - Success and Failure,

-  Restart, Shutdown and System - Success and Failure, and

-  Process tracking - none.


	
	


Appendix A – Administrative Level Accounts

Appendix B – Accounts Not Used In Over 60 Days

Appendix C –  Password Policies

Items in bold print within the tables are not in accordance to leading security practices

\\server1

	MS NT Security Feature
	Current Setting
	Recommended Setting

	Maximum Password age
	
	Expires in 60 (or 90) days

	Minimum Password Age
	
	Allow changes in 1-5 days

	Password History
	
	Remember (up to) 5 passwords

	Minimum Password Length
	
	At least 7 characters

	Lockout
	
	After 3 bad logon attempts

	Lockout duration
	
	Forever until administrator unlocks


//server2

	MS NT Security Feature
	Current Setting
	Recommended Setting

	Maximum Password age
	
	Expires in 60 (or 90) days

	Minimum Password Age
	
	Allow changes in 1-5 days

	Password History
	
	Remember (up to) 5 passwords

	Minimum Password Length
	
	At least 6 characters

	Lockout
	
	After 3 bad logon attempts

	Lockout duration
	
	Forever until administrator unlocks


\\server3

	MS NT Security Feature
	Current Setting
	Recommended Setting

	Maximum Password age
	
	Expires in 60 (or 90) days

	Minimum Password Age
	
	Allow changes in 1-5 days

	Password History
	
	Remember (up to) 5 passwords

	Minimum Password Length
	
	At least 6 characters

	Lockout
	
	After 3 bad logon attempts

	Lockout duration
	
	Forever until administrator unlocks
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