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BASIC STRUCTURE

Purpose

Explains why the document exists, its intended usage, and its relationship to other organizational documentation.

Scope

Explains the scope or limits of the document. Factors to consider discussing include whether the document includes all or subsets of information within the organization; whether the document applies to the confidentiality, integrity, and availability of information; whether the document applies to organizational employees as well as to suppliers, contractors, business associates, customers, and so forth; and, whether the document applies to information in a logical or physical state or both.

Roles

Defines the roles or players that are relevant to the document. Such roles could include information owners, application owners, information custodians, application developers, and users. The responsibilities and authorities for each role should be defined.

Enforcement. 

Explains the basis for enforcing the policies stated in the document and the organizational elements responsible for such enforcement.

Administrative Considerations. 

Explains the frequency with which the policies should be reviewed with each individual and organization that is accountable to adhere to the policies; points of contact to enable the addressing of questions or issues; and the date of the last revision of the document.

Definitions. 

Significant words may require definition to avoid confusion and ensure consistency of implementation. This could include definitions of the various types of organizational information such as critical information, sensitive information, and proprietary information, as well as IA terms such as confidentiality, integrity, and availability.

MAJOR POLICY SUBJECTS

Acceptable Use of IT Resources

· Defines appropriate use of IT resources by the various roles

· Individuals should be required to read and sign Acceptable Use Policy as part of the account request process

· Defines responsibility of roles in terms of protecting information stored on their accounts

· Defines whether roles can read and copy files that are not their own but are accessible to them

· Defines whether roles can modify files that are not their own but for which they have write access

· Defines whether roles are allowed to make copies of systems configuration files (e.g., /etc/passwd) for their personal use, or to provide to other people

· Defines whether roles are allowed to use .rhosts files and what types of entries are acceptable

· Defines whether roles can share accounts

· Defines whether roles can make copies of copyrighted software

· Defines level of acceptable usage for electronic mail, Internet news, and Web access

Account Management

· Defines the requirements for requesting and maintaining an account on the organizational systems

· Roles could be required to read and sign an Account Policy as part of the account request process

· Defines who has the authority to approve account requests

· Defines who is permitted to use IT resources

· Defines any citizenship/residency requirements

· Defines whether roles are permitted to share accounts or whether the various roles are allowed to have multiple accounts on a single host

· Defines the rights and responsibilities of the roles

· Defines when the account should be disabled and archived

· Defines how long the account can remain inactive before it is disabled

· Defines password construction and aging rules

Remote Access

· Defines acceptable methods of remotely connecting to the organizational internal network

· Covers all available methods to remotely access internal resources. These include dial-in (SLIP, PPP), ISDN/Frame Relay, telnet access from the Internet, and the cable modem

· Defines who is permitted to have remote access capabilities

· Defines what methods are permitted for remote access

· Defines whether dial-out modems are allowed

· Defines who is permitted to have high-speed remote access such as ISDN, Frame Relay, or cable modem and any extra requirements that need to be imposed

· Defines any restrictions on information that can be accessed remotely

· Defines requirements and methods for connections by organizational partners

Information Protection

· Defines guidelines to roles on the processing, storage, and transmission of sensitive information to ensure that information is appropriately protected from modification or disclosure

· New individuals assuming the roles could be required to sign a policy statement as part of their initial orientation

· Defines the sensitivity levels of information

· Defines who can access sensitive information, under what circumstances and the requirement for the signing of nondisclosure agreements

· Defines how sensitive information is to be stored and transmitted (encrypted, archive files, uuencoded, etc.)

· Defines on what systems sensitive information can be stored

· Defines what levels of sensitive information can be printed on physically insecure printers

· Defines how sensitive information is removed from systems and storage devices (i.e., degaussing of storage media, scrubbing of hard drives, shredding of hardcopy output)

· Defines any default file and directory permissions contained within system- wide configuration files

· Defines information storage media marking and control

Firewall Management

· Defines how firewall hardware and software is managed and how changes are requested and approved

· Defines who can obtain privileged access to firewall systems

· Defines the procedure to request a firewall configuration change and how the request is approved

· Defines who is allowed to obtain information regarding the firewall configuration and access lists

· Defines review cycles for firewall system configurations

Special Access Account Management

· Defines requirements for requesting and using special system accounts (root, bkup)

· Defines how the roles can obtain special access

· Defines how special access accounts are audited

· Defines how passwords for special access accounts are set and how often they are changed

· Defines reasons why special access is revoked

Network Connection

· Defines requirements for adding new devices to the organizational network

· Defines who can install new resources on network

· Defines what approval and notification must be done

· Defines how changes are documented

· Defines the security requirements

· Defines how unsecured devices are treated

Wireless Networks

· Defines the process for requesting and using wireless communications

Router Configuration

Defines the process and parameters for configuring organizational router devices

System Development

· Defines the process for designing, developing, installing, and testing new systems to ensure their compliance with established security requirements

Configuration Management

· Defines how new hardware/software is tested and installed

· Defines how hardware/software changes are documented

· Defines who must be informed when hardware and software changes occur

· Defines who has authority to make hardware and software configuration changes

Contingency Management

· Defines which file systems are backed up

· Defines how often backups are performed

· Defines how often storage media are rotated

· Defines how often backups are stored off-site

· Defines how storage media are labeled and documented

Disaster Planning and Response

· Defines tasks to keep critical IT resources operating and to minimize impact of disaster

· Defines a plan to ensure that critical information needed for disaster response is kept off-site and easily accessible after the onset of a disaster

· Defines several operating modes based on the level of damage to resources

· Defines the need for “hot” or “cold” sites

· Defines plans to perform disaster preparedness drills several times a year

Security Incidents Handling

· Defines who to contact and when

· Defines initial steps to take

· Defines initial information to record

· Defines how to handle intruder attacks

· Defines areas of responsibilities for members of the response team

· Defines what information to record and track

· Defines who can release information and the procedure for releasing the information

· Defines how a follow-up analysis should be performed and who will participate

Monitoring and Auditing Management

· Defines the process and conditions for performing the monitoring and auditing functions within an organization

Education, Training, and Awareness

· Defines the process and requirements for IA education, training, and awareness within an organization

Laptop Computer Management

· Defines the process for controlling the use of laptop computers within the organization
